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Adler University has made available the Adler Account Password Management tool. This web-based tool
allows for self-service management of the following network account password functions:

e Enrollment of password reset security questions
e Change current password

e Reset a forgotten password

e Unlock a locked account

e Can be performed at any time on or off campus

The system is available through the Quick Links menu of the Adler Connect Portal or through an Internet-
connected computer both on and off-campus at http://mypassword.adler.edu/

Note: This tool is accessible on mobile platforms that can view Internet websites. The address above will
automatically display in mobile format.

When Would | Use this Tool

This tool can be used by Adler faculty, staff, and students to change or reset their password or to unlock
their network account at any time without requiring Adler Technology Helpdesk support. Should you forget
your password or find yourself locked out of your account due to exceeding the invalid password attempt
threshold, you can use this tool to reset your password and/or account as needed.

Important: To use this system, you must first enroll. This entails logging into the tool with your Adler
network account credentials and enrolling security questions that will be used to identify you. Please note
the following:

e Important: You must enroll your security questions or you will be unable to reset your
password/unlock your account. Enroll by logging into the tool at http//mypassword. adler.edu

e If you forget your enrollment questions, they cannot be retrieved. You will need to log in and re-
enroll your questions. You can re-enroll the same questions or new ones as desired

e Remember to always add the required CAPTCHA phrase on appropriate pages when prompted.
This feature prevents automated systems from maliciously accessing the tool. Should you not
understand the phrase, click on the green reset button as shown below for a new caption:

iMmQbm?Z2
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e Should you be unable to change your password / unlock your account, please contact the
Adler Technology Helpdesk
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Accessing the System

Access the system using the Quick Links menu of the Adler Connect Portal or by pointing your web
browser to http://mypassword.adler.edu:
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Sign in below with your Adler network username (1.e._ jpublic) and

This tool allows your to manage your Adler network password at any time. password to enroll security questions or change your current
password. i
=> First time here? Sign in and enroll by answering the EnrO“ Into the
security questions to register your account. Once signed in, For your security, please enter the CAPTCHA code displayed in SyStem or
click on the Enrollment tab. field provided below.
change your
After enrolling your security questions... current
>> Use the Reset Password option to reset your lost or User Name: | | paSSWOrd, |Og
forgotten password. .
Password: | | in here
>> Use the Unlock Account option to unlock your account - (remember to
(locked after multiple invalid login attempts). ~
66%“? add the
>3 Sign in to change your current password or re-enroll by G
registering new security questions. | | CAPTCHA
code.)
View the Reference Guide Login
Need Help? Please contact the Adler Technology Helpdesk: Reset Password Unlock Account
/ Reset your forgotten password Ea) ¥ Unlock your locked out account
helpdesk@adler.edu | (312) 662-4444 (&2 | (855) 8830033 (& (toll free) ¢ | = |

Once enrolled, you
can reset your
forgotten password or
unlock your locked
account by selecting
the appropriate
function
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Change Current Password

Once logged in, you can either reset your current password or click on the Enrollment tab to enroll.
To change your current password, enter your current (old) password and then your new password twice.

Note: Make sure to follow password requirements guidelines listed.

' ‘ ADLE Rwalcume Collins, Paul

Change
Change your current domain password
To enroll in the system, click on the Enrollment tab above

Adler Network Password Requirements and Best Practices

> Set your password to something that you can conveniently remember but complex enough so that it is not easily guessed

> Password length must be a minimum of 8 characters and should at least one character from at least three of the following categories:
- Upper case A-Z
- Lower case a-z
- Numbers 0-9
- Symbols such as !@#%-+

> Passwords cannot include your username (i.e., username: jpublic / password: jpublic!g84)
> You cannot use your last 10 historical passwords

> Your password is yours alone - please do net share it with others outside of the Adler Technology Department (who may require your password to resolve systems access issues)
> Accessing your Adler accounts on untrusted machines (airport kiosks, Internet cafe's, etc.) is discouraged - should this use be necessary, consider changing your password using this system
> Important Steps after you Change your Password!

=> Please remember to update your personal devices (smartphones, tablets, etc.} with your new password whenever it is changed

>> If logged into an on-campus workstation, please restart your computer to log in with your new password

>> Adler faculty/staff: You may need to enter your new credentials into the on-campus faculty/staff wireless network as well as in the Adler Connect Portal (Help->Outlook Credentials)

Should you have any questions about Adler systems password requirements, please contact the Adler Technology Helpdesk:

helpdesk@adler.edu | (312) 662-4444 ¢ | (855) 883-0033 (& (Toll Free) | support.adier.edu

Old PassyfBre

New Pgssword

Confirm Mew Pashyord

oK Cancel

Post password change recommendations

If on-campus and on an Adler workstation, please log off and back on to establish your new

password

e Remember to update account access profiles on any relevant mobile devices (iPad, iPhone,
Android, etc.)

e Students: Your Adler network password automatically updates your Adler Student Gmail
password

e Faculty/Staff:

o Ifaccessing the Adler Chicago or Vancouver faculty/staff wireless network on your
mobile device, you will need to re-connect to this network using your new password

o Remember to save your new password in the Adler Connect Portal to maintain
Outlook integration (in Adler Connect, click on Help->Enter my Outlook credentials
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Enrolling Your Security Questions

Click on the Enrollment tab to enroll your security questions. Should you forget your password/lock your
account, you will need to answer these questions to confirm your identity and proceed.

Important Considerations
e Answers must be 5-255 characters in length
e You must provide an answer to three security questions.
¢ Should you forget your security questions they cannot be reviewed or modified. Simply re-register
your security questions and answers as needed

"\“a AD LE ge::oomuf, Collins, Paul
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Change Password ©

User
The information you provide here would be used to authenticate you when attempt to reset password or unlock your account.

Security Questions

S p—— T, T

Length Specification

The minimum length of the answer(s) should be 4 characters and maximum allowed is 255 characters
Register Your Security Que & Ans SEIECt the d rop-
Que: | ——————— Flease Select a Question------- i down to Choose
the question and
answer
Que: | ——————— Flease Select a Question------- v accord' ng Iy.
Que: | ——————— Flease Select a Question------- hd UnCheCking the

Hide Answers
box will reveal
W] tide Answer(s) your question
responses.

Update

Should you need to re-enroll your security questions, please select the appropriate question and enter your
answer. Note that unchecking the Hide Answers checkbox will display your answers.

Note that once your answers are saved they cannot be retireved. Simply re-enroll your security questions as
needed:
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Change Password

User

The infermation you provide here would be used to authenticate you when attempt to reset password or unlock your account.

You have already enrolled! If you desire, you can alter your enrollment information here.

Security Que & Ans

Length Specification

The minimum length of the answer(s) should be 5 characters and maximum allowed is 255 characters

Register Your Security Que & Ans

Que: The country you always dreamt of visiting? -
Japan

Que: Who is your childhood hero ? -
Superman

Que: Your favorite hobby 7 -
|Reading

] Hide Answe r(s)

Update

To save your answers, click on the OK / Update button. If successful, you will get a successful
confirmation:

.\f Successfully Updated the Registration.

You can now Sign Out of the system:
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Resetting your Password / Unlocking your Network Account

Once you have enrolled your security questions, you can reset Adler network password or unlock your
locked account as needed without Adler Technology Helpdesk support.

Access the Account Password Management system at http://mypassword.adler.edu and select either the
Reset Password or Unlock Account options as needed:

& ADLER
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Sign in below with your Adler network username (1.e., jpublic) and

This tool allows your to manage your Adler network password at any time. password to enroll security questions or change your current
password.

>> First time here? Sign in and enroll by answering the

security questions to register your account. Once signed in, For your security, please enter the CAPTCHA code displayed in the

click on the Enrollment tab. field provided below.

After enrolling your security questions...

>3 Use the Reset Password option to reset your lost or User Name: | |
forgotten password.

Password: | |

> Use the Unlock Account option to unlock your account

(locked after multiple invalid login attempts). 66% ?
>2> Sign in to change your current password or re-enroll by Q\“G
registering new security questions. | |
View the Reference Guide \ Login \
Need Help? Please contact the Adler Technology Helpdesk: Reset Password Unlock Account
/ Reset your forgotten password Ea) 4 Unlock your locked out account
helpdesk@adler.edu | (312) 6624444 &2 | (355) 883-0033 40 (toll free) ¢ | £ |

Now, enter your Adler network username (i.e., jsmith) in the Domain User Name field.

Remember to fill out the appropriate CAPTCHA security phrase and then click Continue
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Domain User Name || (Example : Jsmith)

Type the characters you see in the picture below.
-
o

Letters are not case-sensitive

Continue Cancel

You will now be prompted to answer your enrolled security questions. Enter your responses to all questions
and then enter the CAPTCHA characters. Click on Continue to proceed.

Note: You have a five minute time limit to complete this procedure (shown in left-hand corner)

Time left for this operation : 04:50 'iL,/"

Answer the below question(s)
Que: Favorite High School teacher's name ?
Que: The country you always dreamt of visiting?

Que: Name of your first pet ?

Type the characters you see in the picture below.

eXqn®

Letters a

Al
4
e-sensitive

Continue Cancel

If resetting your password, you will be prompted to enter your new password. Please ensure that you
provide a password that meets minimum password requirements as shown below.

Note: You have a five minute time limit to complete this operation.
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Time left for this operation : 03:06 [ 1

»

Adler Network qui and Best

> Your password is something that you can conveniently remember but complex enough so that it is net easily guessed

include at least one character from at least three of the folloving categories:

ame: jpublic / password: jpublice4)

it with others outside of the Adler Technology Department (who may require your passverd to resolve systams a

B < < v o
WE 8 8 d 0

rport kioskes, Internet cafe's, etc.) is discouraged - should this type of

> Please remember to update your personal devices (smartphones, tablets, ete.) with your new password whenever it is changed

Should you have any questions about Adler systems password requirements, please contact the Adler Technology Helpdesk:

helpdesk@adler.edu | (312) 662-4444 | (855) 883-0033 (Toll Free)

Reset Passwor d

Reset Password | Cancel

If the password reset / account unlock operation is successful, you will sent an email confirmation. Should
you ever receive and email confirmation to a password reset / account unlock operation, please contact the
Adler Technology Helpdesk as soon as possible.

Post password change recommendations

e If on-campus and on an Adler workstation, please log off and back on to establish your new
password
e Remember to update account access profiles on any relevant mobile devices (iPad, iPhone,
Android, etc.)
e Students: Your Adler network password automatically updates your Adler Student Gmail
password
e Faculty/Staff:
o If accessing the Adler Chicago or Vancouver faculty/staff wireless network on your
mobile device, you will need to re-connect to this network using your new password
o Remember to save your new password in the Adler Connect Portal to maintain
Outlook integration (in Adler Connect, click on Help->Enter my Outlook credentials

If the operation is not successful, you may receive a message as follows:
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Should this occur, please ensure you are submitting a password that meets minimum password
requirements.

Mobile Device Access to mypassword.adler.edu

You can access the password management tool by visiting the same site on any Internet accessible mobile
device (iPhone, iPad, Android, etc.):

http://mypassword.adler.edu

The tool will automatically detect a mobile browser and will display the mobile format tool.

You are presented with a consolidated site that allows for enrollment, password change/reset, and account
unlocking operations (changing your current network password is available when clicking the Enroll
button):

®ee00 Sprint = 11:02 AM $ 87%

mypassword.adler.edu ¢

= ADLER

t‘g’ UNIVERSITY

,9 Password Reset

Select the Enroll

button to enroll
.+ Account Unlock . .
security questions
or change your

If not enrolled, tap here current network
password.

Desktop Site

< M M
Mobile Device — Change your Password or Enroll security Questions
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By clicking on the Enroll button you are prompted to provide your Adler username/password credentials.
Remember to add the CAPTCHA characters. Click on the Login button when done:

socco Sprint F 11:15 AM X 86% )

mypassword.adler.edu ¢

Enrollment Login

__— | Enteryourcurrent

username and
password and then
tap the Login
button.

Ee—— Remember to

; " include the
ol “ appropriate
CAPTCHA text.
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mypassword.adler.edu ¢

Enrollment Update '

Change password

Sign out 1 If you desire, you can
arcer your enronent information here,

If enrolling, select
your enrollment
questions and
provide the
answers.

Click the Update
button when done.

\

h @ O

Mobile Device — Reset your Password / Unlock your Network Account

To reset your network password or unlock your account, select the appropriate action as shown below:

eeeco Sprint = 11:02 AM * 87% W)

mypassword.adler.edu <

r‘\'éADLER

" UNIVERSITY

gp Password Reset
Account Unlock

If not enrolled, tap here Enroll

Desktop Site

< M M @
Type in your Adler network username (i.e., jpublic). Remember to include the CAPTCHA characters as
well. Click on the Next button when done:
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~N User Verification Next

Pmgod2 Q

Enter the answers to your security questions. Now, enter the CAPTCHA characters and click on the Next
button to continue:

S Security Q&A Next

Favorite High School teacher's name
?

The country you always dreamt of
visiting?

Name of your first pet ?

@ O

If resetting your password, please enter your new password twice to confirm. Note that minimum password
requirements are available by scrolling down the page. Remember to enter the CAPTCHA characters and
then click on the Reset button to reset your password.

The procedure is similar for unlocking your network account.
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i Reset Password Reset ’
v~ __— | Thereisatime

limit to complete
this operation.

oty O You can scroll
down on the page
to review
minimum
password
requirements.

Post password change recommendations

e If on-campus on an Adler workstation, please log off and back on to establish your new
password
¢ Remember to update account access profiles on any relevant mobile devices (iPad, iPhone,
Android, etc.)
e Students: Your Adler network password automatically updates your Adler Student Gmail
password
e Faculty/Staff:
o Ifaccessing the Adler Chicago or Vancouver faculty/staff wireless network on your
mobile device, you will need to re-connect to this network using your new password
o Remember to save your new password in the Adler Connect Portal to maintain
Outlook integration (in Adler Connect, click on Help->Enter my Outlook credentials
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